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http://www.hsitechnologies.com/thesolution.php 



Examples of operator 

precedence bugs in Linux kernel 

> -     *delay = (u16)(val & I40E_PRTDCB_GENC_PFCLDA_MASK >> 

> -                    I40E_PRTDCB_GENC_PFCLDA_SHIFT); 



Examples of operator 

precedence bugs in Linux kernel 

> -     *delay = (u16)(val & I40E_PRTDCB_GENC_PFCLDA_MASK >> 

> -                    I40E_PRTDCB_GENC_PFCLDA_SHIFT); 

> +     *delay = (val & I40E_PRTDCB_GENC_PFCLDA_MASK) >> 

> +                    I40E_PRTDCB_GENC_PFCLDA_SHIFT;  

Wrongly used parentheses!!!! 



Continue.... 

-       if (! max77802->opmode[id] == MAX77802_OFF_PWRREQ) { 



Continue.... 

-       if (! max77802->opmode[id] == MAX77802_OFF_PWRREQ) { 

+       if (max77802->opmode[id] != MAX77802_OFF_PWRREQ) { 

                dev_warn(&rdev->dev, "%s: is disabled, mode: 0x%x not set\n", 

                         rdev->desc->name, mode); 

                return 0; 



Consequences: 

-Confidentiality 

- Integrity 

- Availability 

http://cwe.mitre.org/data/definitions/783.html 





Smalltalk  

Order of evaluation: 

1. Parentheses 

2. Unary message sends (left to 

right) 

3. Binary message sends (left to 

right) 

4. Keyword message sends 

5. Assignments 

6. Returns 



LISP 

1. Required parentheses 

2. Prefix expression 



Pyret 



Pascal - 6 / 2 * (1 + 2) 



Python 



JAVA 



C 



GRACE 



Programming languages Expression  Output  Rules   

Pascal, Python, Java, C, 

C++ & Grace 

6 / 2 * (1 + 2) 9 

Precedence  
6 / 2 * 1 + 2 5 

2 + 6 / 2 + 1 5 

Smalltalk  6 / 2 * (1 + 2) 9 

Left-to-right 6 / 2 * 1 + 2 5 

2 + 6 / 2 * 1 4 

LISP (*(/ 6 2)(+ 1 2)) 9 Parenthesis 

& prefix (/ 6 2 (+ 1 2)) 1 

Pyret ((6 / 2) * (1 + 2)) 9 Parenthesis  

Summary 



Pilot study  

• Participants: 1st year student in 

 computer science, currently taking Java 

 course from University Utara Malaysia 

 (UUM) 

•  There are 29 participants 

•  Goals: 

•  To understand and evaluate 

 students interpretation on 

 expression of operators and 

 precedence 



Initial findings 

No  Pattern of expression answers 
Total no of 

pattern 

1 1 + (2 * 3) - 4 3 12 

2 

1 + (2 * 3) - 4                                

1 + 6 - 4                                          

7 - 4  
3 13 

3 (1 + (2 * 3)) - 4 3 3 

Question 1 

Add parentheses for the expression based on their precedence in order to 

remove ambiguity and give the output: 

1 + 2 * 3 - 4 



Initial findings 

No  Pattern of expression answers 
Total no 

of pattern 

1 a + ((b++ * c) / (a * b)) 3 6 

2 a + (b++ * c) / (a * b) 3 4 

3 a + ((b++) * c) / (a * b) 3 3 

4 (a + ((b++ * c) / (a * b))) 3 1 

5 a + (((b++) * c) / (a * b)) 3 2 

6 a + (((b++) * c) / a) * b) 19 2 

7 a + (((b++ * c) / a) * b) 19 1 

8 ((a + b++) * c) / a * b) 27 1 

9 a + (b++) * c / a * b 19 1 

Question 2 

Add parentheses for the expression based on their precedence in order to 

remove ambiguity and give the output. 

int a = 1; 

int b = 2; 

int c = 3; 

  

a + b++ * c / a * b 

a + ((((b++) * c) / a) * b) = 19  
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Objectives  

• To understand student conceptual 

 understanding on O&P 

•   To design an empirical framework 

 based on users interpretation on 

 operators & precedence 

•   To design a tools based on the 

 empirical framework 



•   Help novices (who has no background in 
 programming) and computer science 
 students to understand operators & 
 precedence 
•   Help language designers by providing a 
 framework as a guideline during their 
 design stage 

Goals  



Thank you 


