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Program Analysis

var 1i:1int;
assume 1 >= 0;
while (i >= 0) do

i =1i-1;
assert (i + 1 >= 0); Grand Truth

done ;
Incorrect Correct

False
Positive

OO WON =

Incorrect True
Analysis (el s Positive

Result

Correct False True
OLRVE il )AL G L Negative

2017 © Franck Cassez November 20, 2017 2



Commercial Static Analysers

Asterisk 30 selected bug reports Wireshark

‘ False Positive © True Positive

NIST SATE V Workshop, 2014
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Results Juliet Test Suite (NIST)

® FalseNeg @ FalsePos

@ TruePos

NULL-pointer deref Array-out-of-bounds Divide-by-zero
CWE 476 CWE 124, 126 CWE 369

Juliet test suite: known programs status
L — —
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Static Analysis: Challenges

Scalability
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Refinement of trace abstraction
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Intra-procedural Analysis

var 1:1int;
assume 1 >= 0;

O—

while (i >= 0) do l
. . cl
i =1 - 1;
assert (i + 1 >= 0); 3 c2 > 6
done ;
103
Name | Semantics
cbh 4
cl i>= 0
c2 (1 >= 0) 111
c3 i>= 0
c4 1(i + 1 >=0) 5 ” derr
ch i+ 1>=20
il i=1-1
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Refinement of Trace Abstraction
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Refinement of Trace Abstraction Refinement

A := CFG(P)

— L(A) 1= L(A)\ LUTA®D) «

SN L(A) = og? 4 IS t feasible?
No, let t € L(A)

Yes Yes

N W

No errorin P

Heizmann, M., Hoenicke, J., Podelski, A.,
Refinement of trace abstraction Static Analysis Symposium, 2009.

2017 © Franck Cassez November 20, 2017 9



Inter-procedural

7 proc inc(p,q) : (r) {

1 proc main() : (n) { 8 assert(p >= 0);
2 assume (m >= 1); 9 if (p >= 1)
3 n = inc(1, m); 1(1) e1s2=q+ 13
4 assert(n >= 0); 12 r o= q;
5 1} 13 endif ;

14 }

Build summaries — no inlining

Summary-Based Inter-Procedural Analysis via Modular Trace Refinement. Cassez, F.; Muller, C.;
and Burnett, K. In 34th International Conference on Foundation of Software Technology and Theoretical
Computer Science, FSTTCS 2014, December 15-17, 2014, New Delhi, India, pages 545--556, 2014.

Analysis of program code. Cassez, F.; and Muller, C. September~12 2017. US Patent 9,760,469
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Multiple threads

2 // thread Ty // Thread Ta
3 thread T1 15 thread T2

4 x = 0; 16 y = 1;

5 1lock(m); 17 lock(m);

6 if (x == y) { 18 if (x <= y) {
7 unlock (m) ; 19 unlock (m) ;
8 d = 3; 20 d = 2;

9 3} else { 21 } else {

10 unlock (m) ; 22 unlock (m) ;
11 3} 23 }

12 /* end x*/

Trace refinement + partial order reduction

Verification of Concurrent Programs Using Trace Abstraction Refinement. Cassez, F.; and
Ziegler, F. In Logic for Programming, Artificial Intelligence, and Reasoning - 20th International
Conference, LPAR-20 2015, Suva, Fiji, November 24-28, 2015, Proceedings, volume 9450, of
Lecture Notes in Computer Science, pages 233--248, 2015. Springer ;
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Static Analysis: Challenges

Modular Analysis
Partial Order

TN Scalability/

Multi-thread EffiCiency
Context-Sensitivity

Multi-fileReproducibility
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Skink: Tool Architecture

Trace Refinement 2416loc

e R N
ScalaLLVM 1000loc  ScalaSMT 2044loc Automat 1035loc

N/ v \

Kiama 4300loc Sbt-rats 5700loc Expect 78loc
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Static Analysis: Challenges

Scalability

Multi-thread EffICIency

Context-Sensitivity Witness Generation
Multi-fileReproducibilitys” swmr.solvers
Accuracy
Soundness

Over Approximation ]\
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Skink@SV-COMP 16, 17, 18
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Skink: Static Analysis of Programs in LLVM Intermediate Representation (Competition
contribution). Cassez, F.; Sloane, A.; Roberts, M.; Pigram, M.; Suvanpong, P.; and de Aledo
Marugan, P. G. In Tools and Algorlthms for the Constructlon and Analysis of Systems 23rd
International Conference, TACAS 2017. -
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Current/Ongoing Work

= (( Parallel Analysis
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Invariants Synthesis
m Machine Learning
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